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Abstract—Smart grid initiatives are becoming more and more
achievable through the use of information infrastructures that fea-
ture peer-to-peer communication, monitoring, protection and au-
tomated control. The analysis of smart grid operation requires con-
sidering the reliability of the cyber network as it is neither invul-
nerable nor failure free. This paper quantitatively evaluates the re-
liability of modern power systems, which incorporates the impact
of cyber network failures on the reliability of the power network.
In this paper, four types of interdependencies are defined and a
new concept of state mapping is proposed to map the failures in the
cyber network to the failures of the power network. Furthermore,
in order to evaluate the impact of direct cyber-power interdepen-
dencies on the reliability indices, two optimization models are in-
troduced tomaximize the data connection in the cyber network and
minimize the load shedding in the power network. The effective-
ness of proposed reliability evaluation method is shown by a smart
microgrid application. The methodology presented in this paper is
a start point to optimize the future power grid which has increas-
ingly interdependencies between cyber and power networks.

Index Terms—Interdependency, microgrid, power system relia-
bility, smart grid.

I. INTRODUCTION

S MART GRID initiatives are becoming more and more
achievable through the use of information infrastruc-

tures that feature peer-to-peer communication, monitoring,
protection and automated control [1]. Power, information,
and communication infrastructures are creating a so-called
“cyber-physical power system.” Each infrastructure has its own
standards and protocols and is governed by physical laws be-
longing exclusively to that infrastructure [2]. The development
and accessibility of the information technology has increasingly
conveyed to power systems considerable economic benefits
and reliability improvements [3]. In the economic viewpoint,
the smart grid technologies enable the grid to operate with
lower marginal limits and utilize the resources more efficiently
because more precise and trustful data on the state of the power
system is achievable [4]. Most significance from the reliability
perspective is the capability of self-healing, which can recog-
nize and isolate the faulted domain, reenergize the nonfaulty
part automatically, and reduce the outage time [5].
However, the ever-increasing applications of cyber network

might intensify the risk of failure and have adverse effects on
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the resilience of the power system [4]. Reports regarding to
massive outages point out that both mal-operation and shortage
in the cyber network (such as monitoring, control and com-
munication) are contributing factors to degrade the stability of
power system that eventually causes blackouts [6], [7]. Refer-
ence [4] presented that failures in the information infrastructure
have been contributing significant factors in several major re-
cent power outages. Thereby, it is worthwhile to pay attention
to the risk of failure in cyber systems for two particular reasons.
First, an increasing and sophisticated implement of cyber ele-
ments in the smart grid is introducing a higher risk of failure in
the cyber-power system. Second, failures in cyber elements are
harder to trace than those in electrical power elements. Certain
types of failures in cyber elements are hidden and will appear
only when a mal-operation occurs in the cyber-power system.
In addition, the behaviors resulting in errors, faults, and failures
in cyber systems are very complicated, which makes the mod-
eling of cyber systems a challenging task.
Uncertainty, unreliability and unpredictability of cyber

networks are adversely affecting modern power systems. The
structure and nature of techniques that have been developed for
power system reliability analysis and evaluations [8] are not
applicable for interdependent cyber-power networks as these
two networks exhibit crucial differences [4], [9]. Failure in
digital devices, loss of communication, intrusion attempts, file
system failures on each computer system, anomalous changes
in the status of switching devices, and the setting of digital
relays are also a group of cyber-failures that threaten the reli-
able operation of the power network. These cyber-failures need
to be detected and simulated by the analyzer framework, and
included in the reliability evaluation model [10].
All of the studies mentioned above have provided conceptual

insights into the reliability issue of cyber-power system. How-
ever, a quantitative evaluation is urgently required to measure
the reliability indices of modern power systems. This paper pro-
poses a reliability assessment algorithm which can effectively
consider the impact of cyber network failures on power net-
works. Major contributions are summarized as follows:
1) Based on the nature and place of failures in the cyber
network, four types of cyber-power interdependencies
are categorized: direct element-element interdependen-
cies (DEEI), direct network-element interdependencies
(DNEI), indirect element-element interdependencies
(IEEI), and indirect network-element interdependencies
(INEI).

2) An innovative algorithm is developed to evaluate the im-
pact of direct cyber-power interdependencies (DEEI and
DNEI) on the reliability indices, such as loss of load prob-
ability (LOLP) and expected energy not served (EENS).

1949-3053/$31.00 © 2012 IEEE
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Fig. 1. Four types of interdependencies between cyber and power networks.

3) Probabilistic evaluation of cyber and power network is pre-
sented in a probability table namedP-Table in which equiv-
alent states are integrated.

4) A new concept of state mapping is proposed to map the
failures in the cyber network to the failures in the power
network.With the state mapping, the ability of running two
heterogeneous networks becomes possible.

5) An optimization model is proposed to maximize the
data connection in the cyber network with multiple data
sources.

The rest of the paper is organized as follows. Section II de-
fines basic concepts about interdependencies. Section III dis-
cusses the reliability evaluation of cyber-power networks con-
sidering the direct interdependencies. In Section IV, a smart mi-
crogrid, as an application of cyber-power systems, is studied to
justify the effectiveness of the proposed algorithm. Finally, the
conclusion drawn from discussions in this paper is provided in
Section V.

II. DEFINITION OF CYBER-POWER INTERDEPENDENCIES

Cyber-power network is known as an interconnected net-
work which is mutually twisted to each other at some points
and makes interdependencies. The interdependency generally
means that the correct and appropriate operation of one element
depends on the existence and proper function of some other
elements. Failure in the cyber network may cause various
effects in the power network. Four types of interdependencies
are categorized in this section: direct element-element interde-
pendencies (DEEI), direct network-element interdependencies
(DNEI), indirect element-element interdependencies (IEEI),
and indirect network-element interdependencies (INEI) [11].
Fig. 1 shows these four types of interdependencies between the
cyber and power networks. Note that the impact of the failure
in one element or a subset of one network can be divided into
impacts of multiple network-element failures. In other words,
the definition of network-element interdependencies can cover
network-network interdependencies.

A. Direct Element-Element Interdependency (DEEI)

The simplest interdependency is DEEI, whichmeans that fail-
ures in a group of elements in one network either cause the
failure of or change the specification of one element in the other

network. DEEI is always found in points interconnected be-
tween the cyber and power networks. For example, the failure
of a controller in the cyber network may lead to the failure of
the physically connected circuit breaker in the power network.

B. Direct Network-Element Interdependency (DNEI)

The DNEI means that the performance of one network causes
the failure of or changes the specification of the element in
the other network. To evaluate the impact of these failures, a
network analysis has to be executed to assess its performance
and find DNEI between the cyber and the power network. For
example, a failure in the communication channel between the
server and a controller may cause that the controller does not
receive the appropriate data or operate timely.

C. Indirect Element-Element Interdependency (IEEI)

The IEEI means that failures of a group of elements in one
network do not directly and immediately cause the failure of
or change the behaviors of the element in the other network, but
will impact the performance of the element against the potential
failure. Such interdependency may either increase the risk of
new failures on the element or defer the response to the current
failure on the element. For example, one of the functions of
cyber networks is to monitor the power system using indicators
which can report the forthcoming failure on the element in the
power network. Failure of indicators does not instantly impact
the power supply but is increasing the risk of failure in the power
system.

D. Indirect Network-Element Interdependency (INEI)

The INEI means that the performance of one network does
not directly and immediately cause the failure of or change the
behaviors of the element in the other network but will impact
the performance of the element against the potential failure.
The protection task is an example of INEI. Distance protection,
pilot protection for short lines, and circuit breaker failure pro-
tection use peer-to-peer communication between protective de-
vices for decision making. Any failure in the communication
sector causes mal-operation or inoperation of protective device
when needed.

III. CYBER-POWER RELIABILITY EVALUATION ALGORITHM

In this paper, the proposed cyber-power reliability algorithm
is for direct interdependencies (DEEI and DNEI) between the
cyber network and the power network. The algorithm for indi-
rect cyber-power interdependencies (IEEI and INEI) is beyond
the scope of this paper and will be discussed in our future work.

A. Definitions

Three key concepts in the proposed algorithm including
P-Table, cyber-power link, and state mapping are defined as
follows.
1) P-Table: The P-Table collects information from various

states of a system. A P-Table consists of three terms: index ,
system state , and probability . Each state is defined



FALAHATI et al.: RELIABILITY ASSESSMENT OF SMART GRID CONSIDERING DIRECT CYBER-POWER INTERDEPENDENCIES 1517

in the form of an array in which each element refers to the status
of a real device in the cyber and power networks (1).

(1)

where is the status of element in the state . The value of
zero for means that element is in-service and the value of
one represents the outage of element . and represent
the total number of elements (including nodes and connections)
in both cyber and power networks, respectively. Assume that
all elements have two statuses, out-of-service and in-service, a
cyber-power network with elements consequently has

different system states.
The order of each state represents the total number of outaged

elements associated with that state and is defined as

(2)

The probability of state is calculated as

(3)

where and represent the availability and unavailability
of the element , respectively, and are calculated as

(4)

where and are the failure rate and repair rate of element
, respectively.
In this paper, a two-state model is assumed for both power

and cyber devices. However, it is not difficult to extend the pro-
posed algorithm for multistate devices. For power devices such
as generating units, transformers, transmission lines and loads,
to calculate the probability of their states requires transition
rates among all the states, and the most applicable method is the
Markov chain model. But, for cyber devices, the prorated opera-
tion does not have an understandable application. For example,
although the bit error rate increases in defective cables, such as
those that are crushed, bent, scratched, folded, or partially sev-
ered, the connection between two nodes still exists. Therefore,
a two-state model is generally used for cyber devices.
2) Cyber-Power Link (CP-Link): A cyber-power link (CP-

link) shown in (5) represents a physical or logical relationship
between the element in the cyber network and the element
in the power network, which means that if the cyber element
fails or does not receive the required data, the power element
stops working.

(5)

3) State Mapping: State mapping happens when a failure
in an element of cyber network causes that an element in the
power network fails or cannot work appropriately. State map-
ping represents a procedure in which the probability of a state
completely transfers to another state. Equation (6) represents
that the state is mapped to the state .

(6)

As a result, the probabilities of two states are updated as

(7)

The (7) is proved as below:
Proof: When the failure in the cyber network causes

that the failure happens in the power network, we can get

(8)

Since the occurrence of without occurrence of is logically
impossible, (9) holds obviously

(9)

Thus, (8) can be rewritten as

(10)

Similarly, we can also get

(11)

According to (10) and (11), (12) holds, which means that the
probability of power element failure is equal to the proba-
bility of cyber element failure plus the probability of power
element failure without cyber element failure . In
other words, the state with failure of is mapped to an-
other state with failure of .

(12)

B. Overview of Proposed Reliability Assessment Procedure

Fig. 2 shows the flowchart of proposed solution procedure for
evaluating the impact of direct cyber-power interdependencies
on the power system reliability. This procedure has five major
steps as follows:
Step 1) The probability table named P-Table is initialized.
Step 2) Equivalent states in the P-Table are merged together

to build a reduced P-Table.
Step 3) State mapping is implemented to map the failures

in the cyber network to the failures in the power
network.

Step 4) Load shedding in the power system is performed for
states having nonzero probability

Step 5) Based on the load shedding values obtained, the
reliability indices such as LOLP and EENS are
calculated.
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Fig. 2. Flowchart of proposed reliability assessment procedure.

Fig. 3. P-Table initialization procedure.

C. Creating the P-Table

The algorithm to create the P-Table is presented in this
section.
1) Initializing the P-Table: A cyber-power network with

elements has possible states. In a large
network, evaluating all of these states is practically impossible.
Realize that among all possible states, a small group of states
usually covers a large percentage of the occurrence probability,
and the probability of states decreases significantly with the
increase in the order of state. Therefore, the maximum order
of states is used as the termination condition when initializing
P-Table.
P-Table is filled with state reproduction in that the most prob-

able states are generated and added to the P-Table as a stack.
This procedure shown in Fig. 3 has three steps as follows:
Step 1) The first is added into the P-Table. This state

represents the normal state of cyber-power network
in which the status of all elements is zero.

Step 2) For all elements of , if the status of its
element is equal to zero, the new state will be
generated by duplicating and setting . If

Fig. 4. An example of cyber-power network.

Fig. 5. State production for the cyber-power network in Fig. 4.

the obtained does not exist in the current P-Table,
it will be added into the end of P-Table. In the loop
for the state with the order
states with the order can be derived.

Step 3) After running Step 2 for all elements of the state ,
move to the next state in the current P-Table
and repeat Step 2 until the order of states exceeds
the maximum order .

As an example, Fig. 4 shows a simple cyber-power network
in which both cyber and power networks consist of two nodes
and a data connection/power line. The arrow between C1 and P1
shows a , whichmeans that P1would
not work properly if C1 fails or does not receive data from C2.
Table I lists failure and repair rates of each element in Fig. 4.
The normal state is set in the first step.
Then, six possible states are derived from and added to the
P-Table. Similarly, more possible states are derived from the ob-
tained six states as shown in Fig. 5. Considering the maximum
order of 3, only 42 states among the total states are shown in
Fig. 5 and corresponding probability are listed in Fig. 6. For in-
stance, the probability of state , in which the status
of elements and are 1, is

2) Integration of Equivalent States: Each network contains
some states in which the network topology/evaluation equations
are identical. For example, when a node fails all connected el-
ements virtually and logically fail. Thus, it would be better to
combine all these states as a unique state which usually is the
largest order equivalent state (LOES) and has the cumulative
probability of all equivalent states. For each state, the proce-
dure shown in Fig. 7 has three main steps as follows:
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Fig. 6. P-Table creation for the cyber-power network in Fig. 4: (a) Initial P-Table. (b) Integration of equivalent states. (c) State mapping.

TABLE I
FAILURE AND REPAIR RATES OF CYBER AND POWER ELEMENTS

Step 1) Duplicate state by using state .
Step 2) For each element in state , check if it is in-service

and a connection. If yes, check if either starting or
ending nodes of this connection is out-of-service. If
yes, then the element status is set to 1. Other-
wise, go to the next element.

Step 3) State is the LOES of state . If does not
exist in the current P-Table, add new state to the
P-Table. Then, add the probability of state to the
probability of state and set the probability of state
to zero.

For an example shown in Fig. 4, the state
has failures in two nodes. Then, communication channel
and power line , which are linked to these two nodes,
respectively, will be logically considered as failed elements.
Thus, the state can be integrated into the

Fig. 7. The procedure for integration of equivalent states.

state . Similarly, and
are also integrated in and the cumulative

probability is 0.001115. As a result, the P-Table is further
reduced by the integration of equivalent states.
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Fig. 8. State mapping procedure for direct interdependencies.

3) State Mapping: For each state, it needs to examine
whether it can be mapped to another state based on DEEI or
DNEI.

a) State Mapping Procedure: A
is used to determine direct cyber-power interdependencies. If
the failure of a cyber element causes the failure of a power
element , set to indicate a DEEI; if a cyber element
can work but does not receive the required data from data

sources, and consequently causes the failure or inoperation of
a power element , set to indicate a DNEI; otherwise,

and . Fig. 8 shows the state mapping procedure for
the state . The following three main steps are implemented
for all :
Step 1) If the cyber element of the fails

in the state , set ; otherwise, .
Step 2) If , run the cyber network evaluation which

is discussed in the next Section III-C3b. If the cyber
element in the works in the state
but cannot get required data from data sources,

then DNEI exists and ; otherwise, .
Step 3) If or , then, the target state for

state mapping is updated as

(13)

For the example shown Fig. 4, the state (C1, C3, P2, P3)
will map to the state (C1, C3, P1, P2, P3) because the failure
of causes the failure based on the given

.
b) Connectivity Check of Cyber Networks With Multiple

Data Sources: In order to recognize DNEI, the value of
is required which can be determined by performing the cyber
network evaluation. In order to achieve correct communication,
data from multiple sources need to be transmitted [12]. The pro-
posed network evaluation in this section is based on receiving
data from all required sources of data, named as connectivity
check with multiple data sources.

Using a loop or mesh topology, the network reliability would
be enhanced due to redundant paths to transfer data. However,
the intended redundancy needs to be managed in order to avoid
Ethernet loops in which broadcast frames may circulate for-
ever to lead to reduced transmission bandwidth and increased
network traffic. This is accomplished in switches that imple-
ment the Rapid Spanning Tree Protocol (RSTP) as specified in
IEEE 802.1D. This algorithm detects loops and blocks Ethernet
frames from flooding the local network by breaking the loops
logically inside the switches [13]. RSTP creates a single active
path between any two nodes within a mesh network of Ethernet
switches using the spanning tree algorithm [14]. After the RSTP
virtually and arbitrarily removes certain branches to avoid loops
in the cyber network, the following linear programming model
(14)–(18) is proposed to maximize the data connections.

(14)

(15)

(16)

(17)

(18)

where is the data received at the data receiver for the type
of data source . is the data supplied from data source for
the type of data source . is the data transferred through the
available communication channel for the type of data source
b. is the element of node-channel incidence matrix in
which if the starting point of available communica-
tion channel is node ; if the ending point of
available channel is node ; otherwise, . is the
element of node-source incidence matrix in which
if the data source for the type of data source is at node ;
otherwise, . is the element of node-receiver inci-
dence matrix in which if the data receiver for the
type of data source is at the node ; otherwise, .
From the optimization viewpoint, is either zero or one.

Thus, is defined in (19) to determine whether the available
data receiver can successfully receive required data
from required data sources . means DNEI in which
the required data can not be transferred to the data receiver
which consequently causes the failure of power element .

(19)

D. Load Shedding Evaluation of Power Systems

For simplicity, a dc power flow model is used to minimize the
load curtailment (20) for each state with nonzero probability.
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Prevailing constraints need to be satisfied, including the nodal
power balance (21), line flow equation (22), generation limit
(23), load shedding limit (24), line capacity (25) and reference
bus angle (26). To achieve more precise results, it is not difficult
to extend the proposed model to the ac load flow based load
shedding evaluation.

(20)

(21)

(22)

(23)

(24)

(25)

(26)

where d is the index of load and is the load curtailment
from the demand . is the generation of generating
unit . is the real power transferred through the available
power line is the phase angle at bus is the element
of bus-line incidence matrix in which if the starting
point of available power line is bus ; if the ending
point of available line is bus ; otherwise, . is
the element of bus-unit incidence matrix in which if
the bus is the generator bus; otherwise, . is the
element of bus-demand incidence matrix in which
if the bus is the load bus; otherwise, . is the
total load curtailments in all loads.

E. Reliability Indices Calculations

After getting the load shedding amount for all states listed in
the finalP-Table, the LOLP and EENS are calculated as follows:

(27)

(28)

where sgn stands for the sign function and it is one and zero
when the input number is positive and zero, respectively.

IV. CASE STUDIES

Microgrid, as an application of cyber-power system, is
taking advantage of information technology to control and
operate small-scale power systems [15]. The operation of
microgrid firmly relies on computer network and information
data flow technologies [16]. Energy management units (EMU)
are key devices in microgrids that manage resources to balance
generations and loads, in order to maintain the stability and
continuous operation of microgrids [17], [18]. In this section,
the impact of failure in EMUs on the reliability indices of a

Fig. 9. A schematic diagram of power network in a microgrid.

Fig. 10. A schematic diagram of cyber network in a microgrid.

TABLE II
GENERATOR AND LOAD DATA

microgrid will be investigated. It is assumed that the servers
run the stability algorithm and transmit real-time decisions to
the EMUs which are responsible for sending signals to breakers
and sectionalizers to connect or disconnect the corresponding
bay from the main microgrid [19], [20]. Losing data related
to a feeder causes “Loss of Control” situation and interrupts
the operation of corresponding feeder [21], because the central
decision maker neither knows how much energy is used by
the corresponding load, nor can manage the generating units
to produce required power. In other words, communication
between each controller and servers is assumed as a prerequisite
condition for energizing a feeder.

A. Testing System Description

Fig. 9 shows a single-line diagram of the power network in a
microgrid. The power network includes four distributed gener-
ation units and three loads. It has a radial topology in which
generators and loads are connected to cascaded busbars, B1,
B2, B3, and B4. Fig. 10 shows a schematic diagram of cyber
control network in this microgrid. The cyber control network is
a bus topology LAN-Ethernet network which includes EMUs,
servers and switches. The capacity of generating units and load
demands are listed in Table II. The capacity of all power lines is
assumed to be 1.2 p.u.. For simplicity, the availability of gener-
ation resources is assumed to be one. Table III lists all CP-links
between individual EMU controllers and their corresponding
power elements in the microgrid. As failure and repair rates
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TABLE III
CP-LINKS BETWEEN CYBER AND POWER NETWORKS

TABLE IV
FAILURE AND REPAIR RATES FOR CYBER AND POWER ELEMENTS

TABLE V
SCENARIOS FOR CASE 1

vary for different vendors and also depend on ambient condi-
tions, failure and repair rates of cyber and power elements are
assumed and listed in Table IV.

B. Testing Results

In order to show the effectiveness of proposed reliability as-
sessment method, the following three cases are studied:
Case 1) impact of the failure of cyber network on the power

system reliability;
Case 2) sensitivity analysis of the failure rate of cyber ele-

ments on the reliability of power system;
Case 3) impact of the cyber network configuration on the

power system reliability.
Case 1: The reliability assessment is performed for the fol-

lowing five scenarios which are summarized in Table V:
• Scenario 1: This scenario as a base case assumes that the
cyber network is failure free, but elements in the power
network could fail.

• Scenario 2: In this scenario, the power network is failure
free, but EMUs in the cyber network might fail. The results
of this scenario show the reliability degradation of the mi-
crogrid due to DEEI while the power system is failure free.

• Scenario 3: This scenario measures the impact of both
DEEI and DNEI in the entire cyber network on the failure-
free power system. The difference of the result of this

TABLE VI
RELIABILITY RESULTS FOR CASE 1

Fig. 11. Sensitivity of the microgrid reliability with respect to different cyber
elements.

scenario with that of scenario 2 emphasizes the impor-
tance of DNEI which needs to examine the cyber network
connectivity.

• Scenario 4: This scenario is the combination of scenarios 1
and 2 that means the DEEI between EMU controllers and
power elements is considered while the power system is
not failure free. The comparison between the result of this
scenario and those of scenarios 1 and 2 shows the differ-
ences between the reliability of an individual power net-
work and that of a coupled cyber-power network while
only DEEI is considered.

• Scenario 5: This scenario evaluates the reliability of the
power system given that the effect of failures in the entire
communication network and all controllers. Also, in this
scenario, the power system is not failure free.

Reliability results including LOLP and EENS of the micro-
grid are presented in Table VI. Scenarios 2 and 4 only include
DEEI, while scenarios 3 and 5 include both DEEI and DNEI.
According to the reliability indices summarized in Table VI,
the DNEI in the cyber network should be analyzed to achieve a
more accurate evaluation.
Case 2: In order to further evaluate the sensitivity or impor-

tance of different cyber elements on the power system relia-
bility, the power network is assumed failure free and Fig. 11
shows the vulnerability of three groups of cyber elements as
their failure rates are linearly increasing by adjusting coefficient
. This figure apparently shows that the microgrid reliability
is more vulnerable to the failure rate of switches in the cyber
network. Also, the redundancy of servers decreases the depen-
dency of power system to the failure rate of servers. Note that
the EENS has a similar pattern with the LOLP while increasing
the failure rate of cyber elements.
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Fig. 12. A schematic diagram of Ring-1.

Fig. 13. A schematic diagram of Ring-2.

Fig. 14. The schematic diagram of redundant star.

Case 3: This case assumes that the power network is failure
free and studies the impact of cyber network configuration on
the power system reliability. For a same microgrid as shown in
Fig. 9, four different cyber configurations are taken into account.
The first one shown in Fig. 10 is a bus topology and has been
studied in Case 1. Although the bus topology deploys less net-
work devices, every single failure can cause disconnection in the
cyber network. The second one shown in Fig. 12 is ring topology
which is able to tolerate single failures inside the cyber network
and transmit data through the redundant path. In Fig. 13, the
third one is recommended which is similar to the second one,
but can use two independent controllers for each load and gen-
eration side. The fourth one is redundant star topology in which
all controllers are connected to a single switch. As shown in
Fig. 14, all bay-level switches SW1–SW4 are connected to re-
dundant switches SW5 and SW6.

TABLE VII
LOLP AND EENS OF FOUR DIFFERENT TOPOLOGIES

Table VII concludes that the microgrid has different relia-
bility values for various cyber network configurations. The fol-
lowing observations are obtained:
• Compared with the bus topology, the reliability indices
in both ring topologies increase as they have two redun-
dant ways to transfer data package to controllers. The bus
topology as the simplest topology has higher load interrup-
tion and Ring-1 has the lowest LOLP and EENS among all
configurations.

• Although the redundant star has more switches and con-
nections, both LOLP and EENS are worse than those of
Ring-1. It implies that a higher cyber complexity with
more switches does not necessarily guarantee a higher
reliability. Thus, an optimization algorithm is needed to
design a proper cyber network which can maintain a higher
level of reliability. Although both Ring-1 and Ring-2 have
similar network topology, LOLP and EENS of Ring-1 are
better than those of Ring-2. In the former, both loads and
generating units are controlled by a single EMU, while the
later uses two independent EMUs for loads and generating
units respectively. It means that increasing the number of
controllers and/or dividing the task to smaller blocks does
not necessarily enhance the reliability.

V. CONCLUSION

Nowadays, the efficient and reliable operation of power
networks without cyber networks is actually unattainable. In all
smart grid initiatives, such as microgrids, substation automation
systems, advanced metering infrastructures (AMI), distributed
grid management, demand response and energy-efficiency
building, the tight corporation between cyber and power net-
work exists.
This paper quantitatively evaluates the reliability of a modern

power system while incorporating the impact of cyber network
failures on the power network. The proposed evaluation algo-
rithm is applied for a typical microgrid to show the effective-
ness. Case studies consider both DEEI and DNEI. The results
show that the study on only DEEI is not adequate for assessing
the reliability of a cyber-power system. In addition, the design
of the cyber network affects the reliability of the power network.
The proposed algorithm can be applied for developing an opti-
mization problem for the design of cyber network to achieve
the higher level of reliability for the power network. Also, the
proposed approaches can be used to cosimulate a cyber-power
system.
The proposed model is designed for direct interdependencies.

Nevertheless, in order to apply it to indirect interdependencies
(IEEI, INEI), it is required to make changes in some subroutines
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of the algorithm. For example, since indirect interdependencies
do not impact the current operation of power network, the pro-
posed mapping procedure is no longer required. Meanwhile, be-
cause indirect interdependencies will impact the performance of
power element against potential failures, both failure and repair
rates of power elements need to be updated. The further study
will be implemented in our future work.
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